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SUMMARY

Al Advisor is an Al assistant that runs inside your Niagara station. Baudrate does not store your content
on its servers. All prompts and the data they reference travel directly from your station to the LLM provider
you select (OpenAl, Anthropic, Google, or Ollama). The handling of that content is governed by the privacy
policy of the LLM provider you use.

When configured with Ollama (a locally hosted LLM), all processing stays on your local network. No data
leaves the station — there are no outgoing connections to any external service.

WHAT DATA IS SENT

Only the following is transmitted out of your Niagara station, and only to the LLM provider you have
configured:

1. Chat messages — the text you type (or speak, via speech-to-text) into the Al Advisor chat window,
and the Al responses.

2. On-demand station data — when you ask Al Advisor a question that requires live data from your
station (for example, active alarms, point values, historical trends, or the contents of a specific view
you reference), it fetches exactly the data needed to answer that question and includes it with the
prompt.

3. Voice data (optional) — if you use the microphone, audio is sent to the STT service (OpenAl Whisper)
for transcription; responses may be sent to a TTS service for speech synthesis.

Nothing else leaves the station. Al Advisor does not send telemetry, continuous BMS data streams, or
background uploads to Baudrate or to any LLM provider.



WHERE IT GOES
Niagara station (AI Advisor) --> LLM provider API --> response back to you

The LLM provider is whichever you select in your Al Advisor configuration. Typical choices and their
policies:

v OpenAl — Privacy Policy - Enterprise Privacy / API Data Usage

v Anthropic (Claude) — Privacy Policy - Commercial Terms

v Google (Gemini) — Gemini API Terms - Google Cloud Privacy Notice

v Ollama (local) — all data stays on your network. No external connections, no third-party policies apply.

By selecting a cloud provider, you accept that provider’s policies apply to the content you send through Al
Advisor.

NO TRAINING ON YOUR CONTENT

Baudrate does not train Al models on your data. Al Advisor calls the LLM provider APIs with the training-
exclusion settings each provider offers:

v OpenAl APl — content not used for training by default.
v Anthropic APl — content not used for training by default.
v Google Gemini API (paid tier) — content not used for training by default.

SECURITY

v TLS 1.2+ for all calls from the station to the LLM provider.

v APl keys stored as encrypted BPassword in your Niagara station.
v Al Advisor's MCP endpoint supports Bearer-token authentication.
v Niagara authentication uses SCRAM-SHA-256.
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